

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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Onion.Live Tor Browser Extension

Tor Browser Extension uses onion.live service to warn against phishing URLs and provide a list of safe .onion mirrors for your favorite deepweb / darknet services.


Features


	Search for onion sites directly from your Tor Browser.


	Get top alive mirrors for any of our listed sites.


	Stay safe with automatic checks for each visited URL if it’s a phishing mirror, trusted or official and get a preemptive warning.


	Stay connected with periodic checks for the current page. Get warned once it goes offline and get an alternative alive mirror.


	AI phishing detection, visit any URL and our advanced AI model will try to evaluate if it’s a phisihng URL.







Installation


	Download the Onion.Live Tor browser extension by going to

https://addons.mozilla.org/en-US/firefox/addon/onion-live/
[image: _images/b04225c134ec6710c1002d62be47a1c8b390114c.png]Onion.Live Firefox Extension



	Click on “Add to Firefox”.
[image: _images/e5a9fae41b9affc583fe82b7887f30ac6070ee26.png]Onion.Live Extension Add to Firefox


	Click on “Continue to Installation”

[image: _images/9f3bf4639d64acc11e6e0f2399b35290461fd689.png]Onion.Live Extension Continue to Installation



	Click on “Add”

[image: _images/ab7c8573d8e8299e4885d38300b3a2f7870c82ce.png]Onion.Live Extension Click on Add



	Click on “Okay, Got It”

[image: _images/1313705ee9c06b8b2a0fc220f1e7df2a95717b20.png]Onion.Live Extension Click on Okay, Got It








Download:

Download from mozilla. [https://addons.mozilla.org/en-US/firefox/addon/onion-live/]

Direct Download. [https://github.com/OnionDotLive/onionliveplugin/raw/master/web-ext-artifacts/onion.live-0.1.zip]

Source Code. [https://github.com/OnionDotLive/onionliveplugin]




Information

Latest Version: 0.1

License: GNU General Public License (GPLv3)
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Onion.Live has been added to Tor Browser.

Manage your add-ons by clicking 8 inthe
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